
 

 

 
Abstract—Mobile ad hoc network (MANET) is a self-

configuring network of mobile node connected without wires. A 
Fuzzy Logic Based Collaborative watchdog approach is used to 
reduce the detection time of misbehaved nodes and increase the 
overall truthfulness. This methodology will increase the secure 
efficient routing by detecting the Black Holes attacks. The simulation 
results proved that this method improved the energy, reduced the 
delay and also improved the overall performance of the detecting 
black hole attacks in MANET. 
 

Keywords—MANET, collaborative watchdog, fuzzy logic, 
AODV. 

I. INTRODUCTION 

ANET has the collection of autonomous mobile nodes 
that communicate over the wireless link with the 

infrastructure less network. Functioning of ad-hoc network is 
dependent on the cooperation and trust values of the nodes. 
Nodes can convey the information about the topology of the 
network with the neighbor nodes. The primary challenge in 
building an Ad-hoc network is equipped each device to 
continuously maintains the information required to the proper 
route traffic. MANET is highly dynamic and autonomous 
topology [1].  

MANET consists of a peer-to-peer, self-forming and self-
healing network. It is vulnerable due to these fundamental 
characteristics of open medium, dynamic topology, distributed 
cooperation and constrained capability. The broadcasting 
method for multipath routing can be done using fuzzy 
classification [2].Key pre-distribution scheme is playing an 
important role of detecting black hole in MANET [9]. 
Opportunistic routing with Coded MAS approach is the 
alternate routing of detecting black hole attack by generating 
link failure in MANET. Cryptographic techniques such as 
encryption and decryption methods for active node in the 
network can be implemented using the technique discussed in 
[6]. Trustworthy link failure algorithm is implemented in 
wireless networks to find the link failure in the active wireless 
networks [5]. Energy aware Particle Swarm Optimization 
techniques can be implemented in MANET for improving 
quality of service [3]. 
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Security in MANET is a big challenge; it has no centralized 
ability which can organize the entity nodes working in 
MANET [8]. Black hole attack decreases the network 
performance and reliability. A black hole node sends the route 
response to the sender and advertises itself having the shortest 
path to reach its destination [11]. When source node sends the 
packet to the attacker node, it drops the entire packet without 
forwarding. Watchdog technique is a monitoring technique; it 
forwards the packet and listens its neighbor node which in its 
transmission range [10]. A collaborative approach for 
detecting the black holes and selfish nodes in MANET were 
using a set of watchdog which collaborates to increase their 
individual and collective performance. Fuzzy logic is the form 
of many-valued logic, the truth values may be a real number 
between 0 and 1 [7]. Discovery of preeminent route simply 
based on power complementary deliberation might direct to 
lengthy path among elevated interruption and diminish system 
generation time [12]. 

II. LITERATURE REVIEW 

Channel allocation for dynamic wireless networks was 
developed in the existing techniques in [8]. Ad hoc on-demand 
distance vector routing protocol is a reactive protocol which 
creates a way from source node to destination node as soon as 
required and is a conversion of the DSDV protocol for active 
connection conditions. It supports both unicast and multicast 
routing. In AODV a route is created only on demand when 
new node needs a connection then it broadcasts a request for 
connection. Whenever a packet is to be sent by a node, it first 
checks with its routing table to determine whether a route to 
the destination is already available in rate adaption technique 
[4]. If it is available, it uses a route to send packets to 
destination. If it is not available or previously entered packet is 
inactivated then the node initiates the route discovery process. 
A RREQ packet is broadcast by the node. Every node receives 
RREQ packet first if it is the destination for the packet; then, it 
sends back an RRES packet [12]. If it is not the destination; 
then, it checks the routing table to determine if it has a route to 
the destination. Before forwarding the packet, all nodes can 
steadfastness gather transmit symbol and also the preceding 
node symbol. If no reply is received for the request, then the 
intermediate nodes have using the timer to delete the entry. If 
the reply is received for request, the intermediate nodes will 
keep the broadcast identifier and the previous nodes from 
which the reply came from [11]. The transmit identifier 
number and source identifier are needed to sense the node has 
collected the route request communication or not. All 
destinations will become unreachable due to loss of link. Once 
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