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Abstract : The use of the network communication has imposed serious threats to the security of assets over the network.
Network security is getting more prone to active and passive attacks which may result in serious consequences to data
integrity, confidentiality and availability. Various cryptographic techniques have been proposed in the past few years to combat
with the concerned problem by ensuring quality but in order to have a fully secured network; a framework of new cryptosystem
was needed. This paper discusses certain cryptographic techniques which have shown far better improvement in the network
security with enhanced quality assurance. The scope of this research paper is to cover the security pitfalls in the current
systems and their possible solutions based on the new cryptosystems. The development of new cryptosystem framework has
paved a new way to the widespread network communications with enhanced quality in network security.

Keywords : cryptography, network security, encryption, decryption, integrity, confidentiality, security algorithms, elliptic
curve cryptography

Conference Title : ICECSE 2015 : International Conference on Electrical, Computer and Systems Engineering

Conference Location : London, United Kingdom

Conference Dates : March 14-15, 2015

Open Science Index, Electrical and Computer Engineering Vol:9, No:03, 2015 publications.waset.org/abstracts/26324/pdf

International Scholarly and Scientific Research & Innovation 9(03) 2015 1 ISNI:0000000091950263


https://publications.waset.org/abstracts/26324/pdf

