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Abstract : We introduce a method to perform remote user authentication on what we call non-invertible cryptography. It
exploits the fact that the multiplication of an invertible integer and a non-invertible integer in a ring Zn produces a non-
invertible integer making infeasible to compute factorization. The protocol requires the smallest key size when is compared
with the main public key algorithms as Diffie-Hellman, Rivest-Shamir-Adleman or Elliptic Curve Cryptography. Since we found
that the unique opportunity for the eavesdropper is to mount an exhaustive search on the keys, the protocol seems to be post-
quantum.
Keywords : invertible, non-invertible, ring, key transfer
Conference Title : ICCCIS 2019 : International Conference on Coding, Cryptology and Information Security
Conference Location : Paris, France
Conference Dates : January 24-25, 2019

World Academy of Science, Engineering and Technology
International Journal of Mathematical and Computational Sciences

Vol:13, No:01, 2019

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 M
at

he
m

at
ic

al
 a

nd
 C

om
pu

ta
tio

na
l S

ci
en

ce
s 

Vo
l:1

3,
 N

o:
01

, 2
01

9 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/9

89
80

.p
df

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 13(01) 2019 1

https://publications.waset.org/abstracts/98980.pdf

