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Abstract : Greater common divisor (GCD) attack is an attack that relies on the polynomial structure of the cryptosystem. This
attack required two plaintexts differ from a fixed number and encrypted under same modulus. This paper reports a security
reaction of Lucas Based El-Gamal Cryptosystem in the Elliptic Curve group over finite field under GCD attack. Lucas Based EI-
Gamal Cryptosystem in the Elliptic Curve group over finite field was exposed mathematically to the GCD attack using GCD and
Dickson polynomial. The result shows that the cryptanalyst is able to get the plaintext without decryption by using GCD attack.
Thus, the study concluded that it is highly perilous when two plaintexts have a slight difference from a fixed number in the
same Elliptic curve group over finite field.
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