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Abstract : The innumerable possibilities offered by the use of Information Technology (IT) in the development of different
socio-economic activities has made a change in the social paradigm and the emergence of the so-called information and
knowledge society. The Colombian government, aware of this reality, has been promoting the use of IT as part of the E-
government strategy adopted in the country. However, it is well known that the use of IT implies the existence of certain
threats that put the security of information in the digital environment at risk. One of the priorities of the Colombian
government is to improve access to alternative justice through IT, in particular, access to Alternative Dispute Resolution (ADR):
conciliation, arbitration and friendly composition; by means of which it is sought that the citizens directly resolve their
differences. To this end, a trend has been identified in the use of Online Dispute Resolution (ODR) systems, which extend the
benefits of ADR to the digital environment through the use of IT. This article presents a process for the analysis of information
security risks associated with the incorporation of ODR systems in the context of conciliation in Colombia, based on four
fundamental stages identified in the literature: (I) Identification of assets, (II) Identification of threats and vulnerabilities (III)
Estimation of the impact and 4) Estimation of risk levels. The methodological design adopted for this research was the
grounded theory, since it involves interactions that are applied to a specific context and from the perspective of diverse
participants. As a result of this investigation, the activities to be followed are defined to carry out an analysis of information
security risks, in the context of the conciliation in Colombia supported by ODR systems, thus contributing to the estimation of
the risks to make possible its subsequent treatment.
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