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Abstract : The smart contract in Ethereum is a unique program deployed on the Ethereum Virtual Machine (EVM) to help
manage cryptocurrency. The security of this smart contract is critical to Ethereum’s operation and highly sensitive. In this
paper, we present a formal model for smart contract, using the separated term-obligation (STO) strategy to formalize and
verify the smart contract. We use the IBM smart sponsor contract (SSC) as an example to elaborate the detail of the
formalizing process. We also propose a formal smart sponsor contract model (FSSCM) and verify SSC’s security properties
with an interactive theorem prover Coq. We found the 'Unchecked-Send' vulnerability in the SSC, using our formal model and
verification method. Finally, we demonstrate how we can formalize and verify other smart contracts with this approach, and
our work indicates that this formal verification can effectively verify the correctness and security of smart contracts.
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