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Abstract : In today’s world, cyber security has become an important international agenda. As the information age has arrived,
the need for cyber defense against cyber attacks is mounting, and the significance of cyber cooperation in the international
community is drawing attention. Through the course, international society has agreed that the institutionalization of
international norms dealing with cyber space and cyber security is crucial ever. Nevertheless, the West, led by the United
States of America, and 'the East', composed of Russia and China, have shown conflicting views on forming international norms
and principles which would regulate and ward off the possible threats in cyber space. Thus, the international community hasn’t
yet to reach an agreement on cyber security. In other words, the difference between both sides on the approach and
understanding of principles, objects, and the definition has rendered such. Firstly, this dissertation will cover the Russia’s
perception, strategy, and definition on cyber security through analyzing primary source. Then, it will delve into the two
contrasting cyber security strategy between Russia and the US by comparing them. And in the conclusion, it will seek the
possible solution for the cooperation in the field of cyber security. It is quite worthwhile to look into Russia’s views, which is
the main counterpart to the US in this field, especially when the efforts to institutionalize cyber security by the US-led
international community have met with their boundaries, and when the legitimacy of them have been challenged.
Keywords : cyber security, cyber security strategic, international relation in cyberspace, Russia
Conference Title : ICAPS 2017 : International Conference on Administrative and Political Sciences
Conference Location : Singapore, Singapore
Conference Dates : November 09-10, 2017

International Scholarly and Scientific Research & Innovation 11(11) 2017

1

ISNI:0000000091950263

