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Abstract : It is a common view that Unmanned Aerial Vehicles (UAV) tend to migrate into the civil airspace. This trend is
challenging UAV manufacturer in plenty ways, as there come up a lot of new requirements and functional aspects. On the
higher application levels, this might be collision detection and avoidance and similar features, whereas all these functions only
act as input for the flight control components of the aircraft. The flight control computer (FCC) is the central component when
it comes up to ensure a continuous safe flight and landing. As these systems are flight critical, they have to be built up
redundantly to be able to provide a Fail-Operational behavior. Recent architectural approaches of FCCs used in UAV systems
are often based on very simple microprocessors in combination with proprietary Application-Specific Integrated Circuit (ASIC)
or Field Programmable Gate Array (FPGA) extensions implementing the whole redundancy functionality. In the future, such
simple microprocessors may not be available anymore as they are more and more replaced by higher sophisticated System on
Chip (SoC). As the avionic industry cannot provide enough market power to significantly influence the development of new
semiconductor products, the use of solutions from foreign markets is almost inevitable. Products stemming from the industrial
market developed according to IEC 61508, or automotive SoCs, according to ISO 26262, can be seen as candidates as they
have been developed for similar environments. Current available SoC from the industrial or automotive sector provides quite a
broad selection of interfaces like, i.e., Ethernet, SPI or FlexRay, that might come into account for the implementation of a
redundancy network. In this context, possible network architectures shall be investigated which could be established by using
the interfaces stated above. Of importance here is the avoidance of any single point of failures, as well as a proper segregation
in distinct fault containment regions. The performed analysis is supported by the use of guidelines, published by the aviation
authorities (FAA and EASA), on the reliability of data networks. The main focus clearly lies on the reachable level of safety, but
also other aspects like performance and determinism play an important role and are considered in the research. Due to the
further increase in design complexity of recent and future SoCs, also the risk of design errors, which might lead to common
mode faults, increases. Thus in the context of this work also the aspect of dissimilarity will be considered to limit the effect of
design errors. To achieve this, the work is limited to broadly available interfaces available in products from the most common
silicon manufacturer. The resulting work shall support the design of future UAV FCCs by giving a guideline on building up a
redundancy network between SoCs, solely using on board interfaces. Therefore the author will provide a detailed usability
analysis on available interfaces provided by recent SoC solutions, suggestions on possible redundancy architectures based on
these interfaces and an assessment of the most relevant characteristics of the suggested network architectures, like e.g. safety
or performance.
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