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Abstract : This paper proposes an ultra-lightweight cipher NUX. NUX is a generalized Feistel network. It supports 128/80 bit
key length and block length of 64 bit. For 128 bit key length, NUX needs only 1022 GEs which is less as compared to all
existing cipher design. NUX design results into less footprint area and minimal memory size. This paper presents security
analysis of NUX cipher design which shows cipher’s resistance against basic attacks like Linear and Differential Cryptanalysis.
Advanced attacks like Biclique attack is also mounted on NUX cipher design. Two different F function in NUX cipher design
results in high diffusion mechanism which generates large number of active S-boxes in minimum number of rounds. NUX
cipher has total 31 rounds. NUX design will be best-suited design for critical application like smart grid, IoT, wireless sensor
network, where memory size, footprint area and the power dissipation are the major constraints.
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