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Abstract : We have developed a distributed computing capability, Digital Forensics Compute Cluster (DFORC2) to speed up
the ingestion and processing of digital evidence that is resident on computer hard drives. DFORC2 parallelizes evidence
ingestion and file processing steps. It can be run on a standalone computer cluster or in the Amazon Web Services (AWS)
cloud. When running in a virtualized computing environment, its cluster resources can be dynamically scaled up or down using
Kubernetes. DFORC2 is an open source project that uses Autopsy, Apache Spark and Kafka, and other open source software
packages.  It  extends  the  proven  open  source  digital  forensics  capabilities  of  Autopsy  to  compute  clusters  and  cloud
architectures, so digital forensics tasks can be accomplished efficiently by a scalable array of cluster compute nodes. In this
paper, we describe DFORC2 and compare it with a standalone version of Autopsy when both are used to process evidence from
hard drives of different sizes.
Keywords : digital forensics, cloud computing, cyber security, spark, Kubernetes, Kafka
Conference Title : ICCTICF 2017 : International Conference on Cyber Threat Intelligence and Cybercrime Forensics
Conference Location : Vancouver, Canada
Conference Dates : August 07-08, 2017

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

Vol:11, No:08, 2017

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r a
nd

 In
fo

rm
at

io
n 

En
gi

ne
er

in
g 

Vo
l:1

1,
 N

o:
08

, 2
01

7 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/7

38
58

/p
df

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 11(08) 2017 1

https://publications.waset.org/abstracts/73858/pdf

