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Abstract : Today&rsquo;s internet world is highly prone to various online attacks, of which the most harmful attack is
phishing. The attackers host the fake websites which are very similar and look alike. We propose an image based
authentication using steganography and visual cryptography to prevent phishing. This paper presents a secure steganographic
technique for true color (RGB) images and uses Discrete Cosine Transform to compress the images. The proposed method
hides the secret data inside the cover image. The use of visual cryptography is to preserve the privacy of an image by
decomposing the original image into two shares. Original image can be identified only when both qualified shares are
simultaneously available. Individual share does not reveal the identity of the original image. Thus, the existence of the secret
message is hard to be detected by the RS steganalysis.
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