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Abstract : This paper focuses on examining the strength of Midori against impossible differential attack. The Midori family of
light weight block cipher orienting to energy-efficiency is proposed in ASIACRYPT2015. Using a 6-round property, the authors
implement an 11-round impossible differential attack on Midori64 by extending two rounds on the top and three rounds on the
bottom. There is enough key space to consider pre-whitening keys in this attack. An impossible differential path that minimises
the key bits  involved is  used to reduce computational  complexity.  Several  additional  observations such as partial  abort
technique are used to further reduce data and time complexities. This attack has data complexity of 2 ⁶⁹·² chosen plaintexts,
requires 2 ¹⁴·⁵⁸ blocks of memory and 2 ⁹⁴·⁷ 11- round Midori64 encryptions.
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