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Abstract : Rapid technological developments also have negative impacts, namely the increasing criminal cases based on
technology or cybercrime. One technique that can be used to conduct cybercrime attacks are phishing email. The issue is
whether the user is aware that email can be misused by others so that it can harm the user's own? This research was
conducted to measure the susceptibility of selected targets against email abuse. The objectives of this research are
measurement of targets’ susceptibility and find vulnerability in email recipient. There are three steps being taken in this
research, (1) the information gathering phase, (2) the design phase, and (3) the execution phase. The first step includes the
collection of the information necessary to carry out an attack on a target. The next step is to make the design of an attack
against a target. The last step is to send phishing emails to the target. The levels of susceptibility are three: level 1, level 2 and
level 3. Level 1 indicates a low level of targets’ susceptibility, level 2 indicates the intermediate level of targets’ susceptibility,
and level 3 indicates a high level of targets’ susceptibility. The results showed that users who are on level 1 and level 2 more
that level 3, which means the user is not too careless. However, it does not mean the user to be safe. There are still
vulnerabilities that may occur, such as automatic location detection when opening emails and automatic downloaded malware
as user clicks a link in the email.
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