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Abstract : Currently, resource sharing and system security are critical issues. This paper proposes a POL module composed of
PRIV ILEGE attribute (PA), obligation and log which improves attribute based access control (ABAC) model in dynamically
granting authorizations and revoking authorizations. The following describes the new model termed PABAC in terms of the
POL module structure, attribute definitions, policy formulation and authorization architecture, which demonstrate the
advantages of it. The POL module addresses the problems which are not predicted before and not described by access control
policy. It can be one of the subject attributes or resource attributes according to the practical application, which enhances the
flexibility of the model compared with ABAC. A scenario that illustrates how this model is applied to the real world is provided.
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