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Abstract : Cloud computing provides infrastructure to the enterprise through the Internet allowing access to cloud services at
anytime and anywhere. This pervasive aspect of the services, the distributed nature of data and the wide use of information
make cloud computing vulnerable to intrusions that violate the security of  the cloud.  This requires the use of  security
mechanisms to detect malicious behavior in network communications and hosts such as intrusion detection systems (IDS). In
this article, we focus on the detection of intrusion into the cloud sing IDSs. We base ourselves on client authentication in the
computing cloud. This technique allows to detect the abnormal use of ubiquitous service and prevents the intrusion of cloud
computing. This is an approach based on client authentication data. Our IDS provides intrusion detection inside and outside
cloud computing network. It is a double protection approach: The security user node and the global security cloud computing.
Keywords : cloud computing, intrusion detection system, privacy, trust
Conference Title : ICCD 2017 : International Conference on Computer Design
Conference Location : Paris, France
Conference Dates : April 18-19, 2017

World Academy of Science, Engineering and Technology
International Journal of Computer and Systems Engineering

Vol:11, No:04, 2017

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r a
nd

 S
ys

te
m

s 
En

gi
ne

er
in

g 
Vo

l:1
1,

 N
o:

04
, 2

01
7 

pu
bl

ic
at

io
ns

.w
as

et
.o

rg
/a

bs
tr

ac
ts

/6
34

46
.p

df

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 11(04) 2017 1

https://publications.waset.org/abstracts/63446.pdf

