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Abstract : Some employees knowingly or unknowingly contribute to loss of data and also expose data to threat in the process
of getting their jobs done. Many organizations today are faced with the challenges of how to secure their data as cyber
criminals constantly devise new ways of attacking the organization’s secret data.  However,  this paper enlists the latest
strategies that must be put in place in order to protect these important data from being attacked in a collaborative work place.
It also introduces us to Advanced Persistent Threats (APTs) and how it works. The empirical study was conducted to collect
data from the employee in data centers on how data could be protected from malicious codes and cyber criminals and their
responses are highly considered to help checkmate the activities of malicious code and cyber criminals in our work places.
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