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Abstract : The Midori family of light weight block cipher is proposed in ASIACRYPT2015. It has attracted the attention of
numerous cryptanalysts. There are two versions of Midori: Midori64 which takes a 64-bit block size and Midori128 the size of
which is 128-bit. In this paper an improved 10-round impossible differential attack on Midori64 is proposed. Pre-whitening keys
are considered in this attack. A better impossible differential path is used to reduce time complexity by decreasing the number
of key bits guessed. A hash table is built in the pre-computation phase to reduce computational complexity. Partial abort
technique is used in the key seiving phase. The attack requires 259 chosen plaintexts, 214.58 blocks of memory and 268.83 10-
round Midori64 encryptions.
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