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Abstract : Phishing e-mails are a security issue that not only annoys online users, but has also resulted in significant financial
losses  for  businesses.  Phishing advertisements  and pornographic  e-mails  are  difficult  to  detect  as  attackers  have been
becoming increasingly intelligent and professional. Attackers track users and adjust their attacks based on users’ attractions
and hot topics that can be extracted from community news and journals. This research focuses on deceptive Phishing attacks
and their variants such as attacks through advertisements and pornographic e-mails. We propose a framework called Phishing
Alerting System (PHAS) to accurately classify e-mails as Phishing, advertisements or as pornographic. PHAS has the ability to
detect and alert users for all types of deceptive e-mails to help users in decision making. A well-known email dataset has been
used for these experiments and based on previously extracted features, 93.11% detection accuracy is obtainable by using J48
and KNN machine learning techniques. Our proposed framework achieved approximately the same accuracy as the benchmark
while using this dataset.
Keywords : phishing e-mail, phishing detection, anti phishing, alarm system, machine learning
Conference Title : ICSRD 2020 : International Conference on Scientific Research and Development
Conference Location : Chicago, United States
Conference Dates : December 12-13, 2020

World Academy of Science, Engineering and Technology
International Journal of Mathematical and Computational Sciences

Vol:14, No:12, 2020

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 M
at

he
m

at
ic

al
 a

nd
 C

om
pu

ta
tio

na
l S

ci
en

ce
s 

Vo
l:1

4,
 N

o:
12

, 2
02

0 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/6

12
90

.p
df

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 14(12) 2020 1

https://publications.waset.org/abstracts/61290.pdf

