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Abstract : With the development of cloud computing, more and more users start to utilize the cloud storage service. However,
there exist some issues: 1) cloud server steals the shared data, 2) sharers collude with the cloud server to steal the shared
data, 3) cloud server tampers the shared data, 4) sharers and key generation center (KGC) conspire to steal the shared data. In
this paper, we use advanced encryption standard (AES), hash algorithms, and accountable key-policy attribute-based
encryption without key escrow (WOKE-AKP-ABE) to build a security cloud storage scheme. Moreover, the data are encrypted to
protect the privacy. We use hash algorithms to prevent the cloud server from tampering the data uploaded to the cloud.
Analysis results show that this scheme can resist conspired attacks.
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