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Abstract : With the increasing complexity of cyberspace security, the cyber-attack attribution has become an important
challenge of the security protection systems. The difficult points of cyber-attack attribution were forced on the problems of
huge data handling and key data missing. According to this situation, this paper presented a reasoning method of cyber-attack
attribution based on threat intelligence. The method utilizes the intrusion kill chain model and Bayesian network to build attack
chain and evidence chain of cyber-attack on threat intelligence platform through data calculation, analysis and reasoning.
Then, we used a number of cyber-attack events which we have observed and analyzed to test the reasoning method and demo
system, the result of testing indicates that the reasoning method can provide certain help in cyber-attack attribution.
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