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Abstract :  The sophistication and pervasiveness of  cyber-attacks are constantly growing, driven partly by technological
progress, profitable applications in organized crime and state-sponsored innovation. The modernization of rail control systems
has resulted in an increasing reliance on digital technology and increased the potential for security breaches and cyber-attacks.
This research track showcases the need for developing a secure reusable scalable framework for enhancing cyber security of
rail assets. A cyber security framework has been proposed that is being developed to detect the tell-tale signs of cyber-attacks
against industrial assets.
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