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Abstract : Cloud computing has emerged as a flexible computing paradigm that reshaped the Information Technology map.
However,  cloud  computing  brought  about  a  number  of  security  challenges  as  a  result  of  the  physical  distribution  of
computational resources and the limited control that users have over the physical storage. This situation raises many security
challenges for data integrity and confidentiality as well as authentication and access control. This work proposes a security
mechanism for data integrity that allows a data owner to be aware of any modification that takes place to his data. The data
integrity mechanism is integrated with an extended Kerberos authentication that ensures authorized access control.  The
proposed mechanism protects data confidentiality even if data are stored on an untrusted storage. The proposed mechanism
has been evaluated against different types of attacks and proved its efficiency to protect cloud data storage from different
malicious attacks.
Keywords : access control, data integrity, data confidentiality, Kerberos authentication, cloud security
Conference Title : ICCIT 2016 : International Conference on Computer and Information Technology
Conference Location : Paris, France
Conference Dates : April 25-26, 2016

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

Vol:10, No:04, 2016

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r a
nd

 In
fo

rm
at

io
n 

En
gi

ne
er

in
g 

Vo
l:1

0,
 N

o:
04

, 2
01

6 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/4

84
94

.p
df

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 10(04) 2016 1

https://publications.waset.org/abstracts/48494.pdf

