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Abstract : Un-keyed SIM cards do not contain the required security infrastructure to provide end-to-end encryption with
Service Providers. Hence, new, emerging, or smart services those require end-to-end encryption between SIM card and a
Service Provider is impossible. SIMSec key exchange protocol creates symmetric keys between SIM card and Service Provider.
After a successful protocol execution, SIM card and Service Provider creates the symmetric keys and can perform end-to-end
data encryption when required. In this paper, our aim is to analyze the SIMSec protocol’s security. According to the results,
SIM card and Service Provider can generate keys securely using SIMSec protocol.
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