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Abstract : One of the leading problems in Cyber Security today is the emergence of targeted attacks conducted by adversaries
with access to sophisticated tools. These attacks usually steal senior level employee system privileges, in order to gain
unauthorized access to confidential knowledge and valuable intellectual property. Malware used for initial compromise of the
systems are sophisticated and may target zero-day vulnerabilities. In this work we utilize common behaviour of malware called
"beacon”, which implies that infected hosts communicate to Command and Control servers at regular intervals that have
relatively small time variations. By analysing such beacon activity through passive network monitoring, it is possible to detect
potential malware infections. So, we focus on time gaps as indicators of possible C2 activity in targeted enterprise networks.
We represent DNS log files as a graph, whose vertices are destination domains and edges are timestamps. Then by using four
periodicity detection algorithms for each pair of internal-external communications, we check timestamp sequences to identify
the beacon activities. Finally, based on the graph structure, we infer the existence of other infected hosts and malicious
domains enrolled in the attack activities.
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