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Abstract : Cross-site scripting (XSS) is one of the most popular WEB Attacking methods at present, and also one of the most
risky web attacks. Because of the population of JavaScript, the scene of the cross site scripting attack is also gradually
expanded. However, since the web application developers tend to only focus on functional testing and lack the awareness of
the XSS, which has made the on-line web projects exist many XSS vulnerabilities. In this paper, different various techniques of
XSS attack are analyzed, and a method automatically to detect it is proposed. It is easy to check the results of vulnerability
detection when running it as a plug-in.
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