World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering
Vol:9, No:07, 2015

Mobile Agent Security Using Reference Monitor Based Security Framework

Authors : Sandhya Armoogum

Abstract : In distributed systems and in open systems such as the Internet, often mobile code has to run on unknown and
potentially hostile hosts. Mobile code such as a mobile agent is vulnerable when executing on remote hosts. The mobile agent
may be subjected to various attacks such as tampering, inspection, and replay attack by a malicious host. Much research has
been done to provide solutions for various security problems, such as authentication of mobile agent and hosts, integrity and
confidentiality of the data carried by the mobile agent. Many of such proposed solutions in literature are not suitable for open
systems whereby the mobile code arrives and executes on a host which is not known and trusted by the mobile agent owner. In
this paper, we propose the adoption of the reference monitor by hosts in an open system for providing trust and security for
mobile code execution. A secure protocol for the distribution of the reference monitor entity is described. This reference
monitor entity on the remote host may also provide several security services such as authentication and integrity to the mobile
code.
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