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Abstract : This paper describes the problem of building secure computational services for encrypted information in the Cloud.
Computing without decrypting the encrypted data; therefore, it meets the yearning of computational encryption algorithmic
aspiration model that could enhance the security of big data for privacy or confidentiality, availability and integrity of the data
and user’s  security.  The cryptographic model  applied for  the computational  process of  the encrypted data is  the Fully
Homomorphic Encryption Scheme. We contribute a theoretical presentations in a high-level computational processes that are
based on number theory that is derivable from abstract algebra which can easily be integrated and leveraged in the Cloud
computing interface with detail theoretic mathematical concepts to the fully homomorphic encryption models. This contribution
enhances the full implementation of big data analytics based on cryptographic security algorithm.
Keywords : big data analytics, security, privacy, bootstrapping, Fully Homomorphic Encryption Scheme
Conference Title : ICGHOST 2020 : International Conference on Ghost Conference
Conference Location : ghost city, Other
Conference Dates : December 12-13, 2020

World Academy of Science, Engineering and Technology
International Journal of Aerospace and Mechanical Engineering

Vol:14, No:12, 2020

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 A
er

os
pa

ce
 a

nd
 M

ec
ha

ni
ca

l E
ng

in
ee

rin
g 

Vo
l:1

4,
 N

o:
12

, 2
02

0 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/2

64
44

/p
df

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 14(12) 2020 1

https://publications.waset.org/abstracts/26444/pdf

