World Academy of Science, Engineering and Technology
International Journal of Aerospace and Mechanical Engineering
Vol:9, No:06, 2015

Cyber Operational Design and Military Decision Making Process

Authors : M. Karaman, H. Catalkaya

Abstract : Due to the complex nature of cyber attacks and their effects ranging from personal to governmental level, it
becomes one of the priority tasks for operation planners to take into account the risks, influences and effects of cyber attacks.
However it can also be embedded or integrated technically with electronic warfare planning, cyber operation planning is
needed to have a sole and broadened perspective. This perspective embodies itself firstly in operational design and then
military decision making process. In order to find out the ill-structured problems, understand or visualize the operational
environment and frame the problem, operational design can help support cyber operation planners and commanders. After
having a broadened and conceptual startup with cyber operational design, military decision making process will follow the
principles of design into more concrete elements like reaching results after risk management and center of gravity analysis of
our and the enemy. In this paper we tried to emphasize the importance of cyber operational design, cyber operation planning
and its integration to military decision making problem. In this foggy, uncertain and unaccountable cyber security
environment, it is inevitable to stay away from cyber attacks. Therefore, a cyber operational design should be formed with line
of operations, decisive points and end states in cyber then a tactical military decision making process should be followed with
cyber security focus in order to support the whole operation.
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