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Abstract : The random number generation (RNG) presents a significant importance for the security and the privacy of
numerous applications, such as RFID technology and smart cards. Since, the quality of the generated bit sequences is
paramount that a weak internal generator for example, can directly cause the entire application to be insecure, and thus it
makes no sense to employ strong algorithms for the application. In this paper, we propose a new pseudo random number
generator (PRNG), suitable for cryptosystems ECC-based, constructed by randomly selecting points from several elliptic curves
randomly selected. The main contribution of this work is the increasing of the generator internal states by extending the set of
its output realizations to several curves auto-selected. The quality and the statistical characteristics of the proposed PRNG are
validated using the Chi-square goodness of fit test and the empirical Special Publication 800-22 statistical test suite issued by
NIST.
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