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Abstract : Huge amounts of data and personal information are being sent to and retrieved from web applications on daily
basis. Every application has its own confidentiality and integrity policies. Violating these policies can have broad negative
impact on the involved company’s financial status, while enforcing them is very hard even for the developers with good security
background. In this paper,  we propose a framework that enforces security-by-construction in web applications.  Minimal
developer effort is required, in a sense that the developer only needs to annotate database attributes by a security class. The
web application code is then converted into an intermediary representation, called Extended Program Dependence Graph
(EPDG). Using the EPDG, the provided annotations are propagated to the application code and run against generic security
enforcement rules that were carefully designed to detect insecure information flows as early as they occur. As a result, any
violation in the data’s confidentiality or integrity policies is reported. As a proof of concept, two PHP web applications, Hotel
Reservation and Auction, were used for testing and validation. The proposed system was able to catch all the existing insecure
information  flows  at  their  source.  Moreover  and  to  highlight  the  simplicity  of  the  suggested  approaches  vs.  existing
approaches, two professional web developers assessed the annotation tasks needed in the presented case studies and provided
a very positive feedback on the simplicity of the annotation task.
Keywords : web applications security, secure information flow, program dependence graph, database annotation
Conference Title : ICARS 2015 : International Conference on Availability, Reliability and Security
Conference Location : Zurich, Switzerland
Conference Dates : January 13-14, 2015

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

Vol:9, No:01, 2015

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r a
nd

 In
fo

rm
at

io
n 

En
gi

ne
er

in
g 

Vo
l:9

, N
o:

01
, 2

01
5 

pu
bl

ic
at

io
ns

.w
as

et
.o

rg
/a

bs
tr

ac
ts

/1
99

19
.p

df

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 9(01) 2015 1

https://publications.waset.org/abstracts/19919.pdf

