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Abstract : The current situation in the cyber world is that crimes performed by Botnets are increasing and the masterminds
(botmaster) are not detectable easily. The botmaster in the botnet compromises the legitimate host machines in the network
and make them bots or zombies to initiate the cyber-attacks. This paper will focus on the live detection of the botmaster in the
network by using the strong framework 'metasploit', when distributed denial of service (DDOS) attack is performed by the
botnet. The affected victim machine will be continuously monitoring its incoming packets. Once the victim machine gets to
know about the excessive count of packets from any IP, that particular IP is noted and details of the noted systems are
gathered. Using the vulnerabilities present in the zombie machines (already compromised by botmaster), the victim machine
will  compromise them. By gaining access to the compromised systems, applications are run remotely.  By analyzing the
incoming packets of the zombies, the victim comes to know the address of the botmaster. This is an effective and a simple
system where no specific features of communication protocol are considered.
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