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Abstract : Network forensics is essential for investigating cyber incidents and detecting malicious activities by analyzing
network traffic, with a focus on packet and protocol data. This process involves capturing, filtering, and examining network
data to identify patterns and signs of attacks. Packet analysis, a core technique in this field, provides insights into the origins of
data, the protocols used, and any suspicious payloads, which aids in detecting malicious activity. This paper explores network
forensics, providing guidance for the analyst on what to look for and identifying attack sites guided by the seven layers of the
OSI model. Additionally, it explains the most commonly used tools in network forensics and demonstrates a practical example
using Wireshark.
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