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Abstract : Operational technology (OT) controls physical processes in critical infrastructures and economically important
industries. With the convergence of OT with classical information technology (IT), rising cybercrime worldwide and the
increasingly difficult geopolitical situation, the risks of OT infrastructures being attacked are growing. Classical penetration
testing, in which testers take on the role of an attacker, has so far found little acceptance in the OT sector - the risk that a
penetration test could do more harm than good seems too great. This paper examines the resilience of various OT systems
using typical penetration test tools. It is shown that such a test certainly involves risks, but is also feasible in OT if a cautious
approach is taken. Therefore, OT penetration testing should be considered as a tool to improve the cyber security of critical
infrastructures.
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