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Abstract : Cruise ships are possibly the most complex collection of systems it is possible to find in one physical, moving
location. Propulsion, navigation, power generation and more, combined with a hotel, restaurant, casino, theatre etc, with safety
and fire control systems to boot. That complexity creates huge challenges with keeping OT and IT systems apart. Ships engines
are often remotely managed, network segregation is often defeated through troubleshooting when at sea. This session will
refer to multiple entertaining and informative tales of taking control of ships, including accessing a ships Azipods via a game
simulator for passengers. Fortunately, genuine attacks against vessels are very rare, but the effects and impacts to world trade
are becoming increasingly obvious.
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