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Abstract :  With the proliferation of  social  media and free digital  information tools,  more and more Internet users can
participate in intelligence collection through open-source investigations – an area previously reserved for government agency
professionals with access to classified information. The availability and easy access to open-source information, however, has
raised some ethical issues over time. Some arguments were expressed in the literature, according to which some of the most
popular open-source investigation platforms collect and use information sometimes at the expense of the safety of users who
posted the information online, unaware of how it was going to be used. Therefore, this study seeks to explore the elements of
open-source  investigations  by  one  of  the  most  popular  platforms  –  Bellingcat.  Specifically,  the  following  variables  are
considered in the dataset: the year of the investigation, the issue it focuses on, whether any pictures/videos are mentioned, and
which is the primary source of information for the investigation. The results from our analysis are discussed, and implications
are provided.  This  study’s  findings help us  understand the context  of  open-source investigations and contribute to  the
discussion about their ethical aspects.
Keywords : ethics, open-source intelligence, OSINT, technology, open-source investigations
Conference Title : ICTLE 2025 : International Conference on Technology Law and Ethics
Conference Location : Montevideo, Uruguay
Conference Dates : January 14-15, 2025

World Academy of Science, Engineering and Technology
International Journal of Law and Political Sciences

Vol:19, No:01, 2025

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 L
aw

 a
nd

 P
ol

iti
ca

l S
ci

en
ce

s 
Vo

l:1
9,

 N
o:

01
, 2

02
5 

pu
bl

ic
at

io
ns

.w
as

et
.o

rg
/a

bs
tr

ac
ts

/1
85

75
9.

pd
f

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 19(01) 2025 1

https://publications.waset.org/abstracts/185759.pdf

