Open Science Index, Computer and Information Engineering Vol:18, No:11, 2024 publications.waset.org/abstracts/182792.pdf

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering
Vol:18, No:11, 2024

Best Practices to Enhance Patient Security and Confidentiality When Using
E-Health in South Africa

Authors : Lethola Tshikose, Munyaradzi Katurura

Abstract : Information and Communication Technology (ICT) plays a critical role in improving daily healthcare processes. The
South African healthcare organizations have adopted Information Systems to integrate their patient records. This has made it
much easier for healthcare organizations because patient information can now be accessible at any time. The primary purpose
of this research study was to investigate the best practices that can be applied to enhance patient security and confidentiality
when using e-health systems in South Africa. Security and confidentiality are critical in healthcare organizations as they ensure
safety in EHRs. The research study used an inductive research approach that included a thorough literature review; therefore,
no data was collected. The research paper’s scope included patient data and possible security threats associated with
healthcare systems. According to the study, South African healthcare organizations discovered various patient data security
and confidentiality issues. The study also revealed that when it comes to handling patient data, health professionals sometimes
make mistakes. Some may not be computer literate, which posed issues and caused data to be tempered with. The research
paper recommends that healthcare organizations ensure that security measures are adequately supported and promoted by
their IT department. This will ensure that adequate resources are distributed to keep patient data secure and confidential.
Healthcare organizations must correctly use standards set up by IT specialists to solve patient data security and confidentiality
issues. Healthcare organizations must make sure that their organizational structures are adaptable to improve security and
confidentiality.
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