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Abstract : The design and implementation of intrusion detection systems (IDS) remain an important area of research in the
security of information systems. Despite the importance and reputation of the current intrusion detection systems, their
efficiency and effectiveness remain limited as they should include active defense approach to allow anticipating and predicting
intrusions before their occurrence. Consequently, they must be readapted. For this purpose we suggest a new generation of
distributed intrusion detection system based on preventive detection approach and using intelligent and mobile agents. Our
architecture benefits from mobile agent features and addresses some of the issues with centralized and hierarchical models.
Also, it presents advantages in terms of increasing scalability and flexibility.

Keywords : Intrusion Detection System (IDS), preventive detection, mobile agents, distributed architecture

Conference Title : ICSP 2015 : International Conference on Security and Privacy

Conference Location : Istanbul, Tiirkiye

Conference Dates : February 16-17, 2015

Open Science Index, Computer and Information Engineering Vol:9, No:02, 2015 publications.waset.org/abstracts/18239/pdf

International Scholarly and Scientific Research & Innovation 9(02) 2015 1 ISNI:0000000091950263


https://publications.waset.org/abstracts/18239/pdf

