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Abstract : The growing complexities of the modern world on high-end gadgets, software applications, scams, identity theft,
and Artificial  Intelligence (AI)  make the “uninformed” the weak and vulnerable  to  be victims of  cybercrimes.  Artificial
Intelligence is not a new thing in our daily lives; the principles of database management, logical programming, and garbage in
and garbage out are all connected to AI. The Philippines had in place legal safeguards against the abuse of cyberspace, but
self-regulation of key industry players and self-protection by individuals are primordial to attain the success of these initiatives.
Data protection, Data Privacy, and Research Ethics must work hand in hand during the policy process in the course of urban
planning practice in different environments. This paper focuses on the interconnection of data protection, data privacy, and
research ethics in coming up with clear-cut policies against perpetrators in the urban planning professional practice relevant in
sustainable communities and smart cities.  This paper shall  use expository methodology under qualitative research using
secondary data from related literature, interviews/blogs, and the World Wide Web resources. The claims and recommendations
of this paper will help policymakers and implementers in the policy cycle. This paper shall contribute to the body of knowledge
as a simple treatise and communication channel to the reading community and future researchers to validate the claims and
start an intellectual discourse for better knowledge generation for the good of all in the near future.
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