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Abstract : In this paper, we proposed a parallel IDS and honeypot based approach to detect and analyze the unknown and
known attack taxonomy for improving the IDS performance and protecting the network from intruders. The main theme of our
approach  is  to  record  and  analyze  the  intruder  activities  by  using  both  the  low and  high  interaction  honeypots.  Our
architecture aims to achieve the required goals by combing signature based IDS, honeypots and generate the new signatures.
The paper describes the basic component, design and implementation of this approach and also demonstrates the effectiveness
of this approach reducing the probability of network attacks.
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