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Abstract : About 66% of firms claim that insider attacks are more likely to happen. The frequency of insider incidents has
increased by 47% in the last two years. The goal of this work is to prevent dangerous employee behavior by using keyloggers
and the Machine Learning (ML) model. Every keystroke that the user enters is recorded by the keylogging program, also
known as keystroke logging. Keyloggers are used to stop improper use of the system. This enables us to collect all textual data,
save it in a CSV file, and analyze it using an ML algorithm and the VirusTotal API. Many large companies use it to methodically
monitor how their employees use computers, the internet, and email. We are utilizing the SVM algorithm and the VirusTotal
API to improve overall efficiency and accuracy in identifying specific patterns and words to automate and offer the report for
improved monitoring.
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