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Abstract : After 2014 the world of Russia’s actions in annexing Crimea has seen a hybrid war that has helped Russia achieve
its goals. The world and NATO nations have pointed out that hybrid action can help achieve not only military but also economic
and political goals. One of the weapons of action in hybrid warfare is information warfare tools, the use of which helps to carry
out actions in the context of hybrid warfare as a whole. In addition, information war tools can be used alone, over time and for
long-term purposes. Although forms of information war, such as propaganda and disinformation, have been used in the past, in
old conflicts and wars, new forms of information war have emerged as a result of technological development, making the
dissemination of information faster and more efficient. The world understands that information is becoming a weapon, but not
everyone understands that both information war and information warfare differ in their essence and full content. In addition,
the damage and impact of the use of information war, which may have worse consequences than a brief military conflict, is
underestimated. Lithuania is also facing various interpretations of the information war. Some believe that the information
attack is an information war and the understanding of the information war is limited to a false message in the press. Others,
however, deepen and explain the essence of the information war. Society has formed in such a way that not all people are able
to assess the threats of information war, to separate information war from information attack. Recently, the Lithuanian
government has been taking measures in the context of the information war, making decisions that allow the development of
the activities of the state and state institutions in order to create defense mechanisms in the information war. However, this is
happening rather slowly and incompletely. Every military conflict, related to Lithuania in one way or another, forces Lithuanian
politicians to take up the theme of information warfare again. As a result, a national cyber security center is being set up, and
Russian channels spreading lies are banned. However, there is no consistent development and continuous improvement of
action against information threats. Although a sufficiently influential part of society (not a political part) helps to stop the
spread of obscure information by creating social projects such as “Demaskuok” and “Laikykis ten su Andriumi tapinu”, it goes
without saying that it will not become a key tool in the fight against information threats. Therefore, in order to achieve clean
dissemination of information in Lithuania, full-fledged and substantial political decisions are necessary, the adoption of which
would change the public perception of the information war, its damage, impact and actions that would allow to combat the
spread. Political decisions should cover the educational, military, economic and political areas, which are one of the main and
most important in the state, which would allow to fundamentally change the situation against the background of information
war.
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