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Abstract : Malware-detecting approaches suffer many limitations, due to which all anti-malware solutions have failed to be
reliable enough for detecting zero-day malware. Signature-based solutions depend upon the signatures that can be generated
only when malware surfaces at least once in the cyber world. Another approach that works by detecting the anomalies caused
in the environment can easily be defeated by diligently and intelligently written malware. Solutions that have been trained to
observe the behavior for detecting malicious files have failed to cater to the malware capable of detecting the sandboxed or
protected environment. Machine learning and deep learning-based approaches greatly suffer in training their models with
either an imbalanced dataset or an inadequate number of samples. AI-based anti-malware solutions that have been trained with
enough samples targeted a selected feature vector, thus ignoring the input of leftover features in the maliciousness of malware
just to cope with the lack of underlying hardware processing power. Our research focuses on producing an anti-malware
solution for detecting malicious PE files by circumventing the earlier-mentioned shortcomings. Our proposed framework, which
is based on automated feature engineering through autoencoders, trains the model over a fairly large dataset. It focuses on the
visual patterns of malware samples to automatically extract the meaningful part of the visual pattern. Our experiment has
successfully produced a state-of-the-art accuracy of 99.54 % over test data.
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