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Abstract : The article proposes a novel construction of signcryption scheme with provable security which is most suited to
implement on smart card. It is secure in random oracle model and the security relies on Decisional Bilinear Diffie-Hellmann
Problem. The proposed scheme is secure against adaptive chosen ciphertext attack (indistiguishbility) and adaptive chosen
message attack (unforgebility). Also, it is inspired by zero-knowledge proof. The two most important security goals for smart
card are Confidentiality and authenticity. These functions are performed in one logical step in low computational cost.
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