
Robust Control of Cyber-Physical System under Cyber Attacks Based on
Invariant Tubes

Authors : Bruno Vilić Belina, Jadranko Matuško
Abstract : The rapid development of cyber-physical systems significantly influences modern control systems introducing a
whole new range of applications of control systems but also putting them under new challenges to ensure their resiliency to
possible cyber attacks, either in the form of data integrity attacks or deception attacks. This paper presents a model predictive
approach to the control of cyber-physical systems robust to cyber attacks. We assume that a cyber attack can be modelled as
an additive disturbance that acts in the measuring channel. For such a system, we designed a tube-based predictive controller
based. The performance of the designed controller has been verified in Matlab/Simulink environment.
Keywords : control systems, cyber attacks, resiliency, robustness, tube based model predictive control
Conference Title : ICCTAI 2023 : International Conference on Computational Techniques and Artificial Intelligence
Conference Location : Barcelona, Spain
Conference Dates : August 10-11, 2023

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

Vol:17, No:08, 2023

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r a
nd

 In
fo

rm
at

io
n 

En
gi

ne
er

in
g 

Vo
l:1

7,
 N

o:
08

, 2
02

3 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/1

69
65

2.
pd

f

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 17(08) 2023 1

https://publications.waset.org/abstracts/169652.pdf

