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Abstract :  This  paper proposes a  comprehensive approach to mitigate ROP (Return-Oriented Programming)  attacks by
combining internal operating system protection mechanisms and hardware-assisted techniques. Through extensive literature
review, we identify the effectiveness of  ASLR (Address Space Layout Randomization) and LBR (Last Branch Record) in
preventing ROP attacks. We present a process involving buffer overflow detection, hardware-assisted ROP attack detection,
and the use of Turing detection technology to monitor control flow behavior. We envision a specialized tool that views and
analyzes the last branch record, compares control flow with a baseline, and outputs differences in natural language. This tool
offers a graphical interface, facilitating the prevention and detection of ROP attacks. The proposed approach and tool provide
practical solutions for enhancing software security.
Keywords  :  operating  system,  ROP  attacks,  returning-oriented  programming  attacks,  ASLR,  LBR,  CFI,  DEP,  code
randomization, hardware-assisted CFI
Conference Title : ICESET 2023 : International Conference on Education, Science, Engineering and Technology
Conference Location : Kuala Lumpur, Malaysia
Conference Dates : December 04-05, 2023

World Academy of Science, Engineering and Technology
International Journal of Educational and Pedagogical Sciences

Vol:17, No:12, 2023

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 E
du

ca
tio

na
l a

nd
 P

ed
ag

og
ic

al
 S

ci
en

ce
s 

Vo
l:1

7,
 N

o:
12

, 2
02

3 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/1

68
82

5.
pd

f

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 17(12) 2023 1

https://publications.waset.org/abstracts/168825.pdf

