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Abstract  :  The  cybersecurity  landscape  is  constantly  evolving,  and  organizations  must  adapt  to  the  changing  threat
environment to protect their assets. The implementation of the NIST Risk Management Framework (RMF) has become critical
in ensuring the security and safety of industrial control and automation systems. However, cybersecurity professionals are
facing challenges in implementing RMF, leading to systems operating without authorization and being non-compliant with
regulations. The current approach to RMF implementation based on business practices is limited and insufficient, leaving
organizations vulnerable to cyberattacks resulting in the loss of personal consumer data and critical infrastructure details. To
address these challenges, this research proposes a Model-Based Systems Engineering (MBSE) approach to implementing
cybersecurity controls and assessing risk through the RMF process. The study emphasizes the need to shift to a modeling
approach,  which can streamline the RMF process and eliminate bloated structures that  make it  difficult  to  receive an
Authorization-To-Operate (ATO). The study focuses on the practical application of MBSE in industrial control and automation
systems to improve the security and safety of operations. It is concluded that MBSE can be used to solve the implementation
challenges of the NIST RMF process and improve the security of industrial control and automation systems. The research
suggests that MBSE provides a more effective and efficient method for implementing cybersecurity controls and assessing risk
through the RMF process. The future work for this research involves exploring the broader applicability of MBSE in different
industries and domains. The study suggests that the MBSE approach can be applied to other domains beyond industrial control
and automation systems.
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management framework (RMF)
Conference Title : ICCRM 2023 : International Conference on Cybersecurity Risk Management
Conference Location : Rome, Italy
Conference Dates : December 11-12, 2023

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

Vol:17, No:12, 2023

O
pe

n 
Sc

ie
nc

e 
In

de
x,

 C
om

pu
te

r a
nd

 In
fo

rm
at

io
n 

En
gi

ne
er

in
g 

Vo
l:1

7,
 N

o:
12

, 2
02

3 
pu

bl
ic

at
io

ns
.w

as
et

.o
rg

/a
bs

tr
ac

ts
/1

66
87

4.
pd

f

ISNI:0000000091950263International Scholarly and Scientific Research & Innovation 17(12) 2023 1

https://publications.waset.org/abstracts/166874.pdf

