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Abstract : Modernisation of the water sector is leading to increased connectivity and integration of emerging technologies
with traditional ones, leading to new security risks. The convergence of Information Technology (IT) with Operation Technology
(OT) results in solutions that are spread across larger geographic areas, increasingly consist of interconnected Industrial
Internet of Things (IIOT) devices and software, rely on the integration of legacy with modern technologies, use of complex
supply chain components leading to complex architectures and communication paths. The result is that multiple parties
collectively own and operate these emergent technologies, threat actors find new paths to exploit, and traditional cybersecurity
controls are inadequate. Our approach is to explicitly identify and draw data flows that cross trust boundaries between owners
and operators of various aspects of these emerging and interconnected technologies. On these data flows, we layer potential
attack vectors to create a frame of reference for evaluating possible risks against connected technologies. Finally, we identify
where existing controls, mitigations, and other remediations exist across industry partners (e.g., suppliers, product vendors,
integrators, water utilities, and regulators). From these, we are able to understand potential gaps in security, the roles in the
supply chain that are most likely to effectively remediate those security gaps, and test cases to evaluate and strengthen
security across these partners. This informs a “shared responsibility” solution that recognises that security is multi-layered and
requires collaboration to be successful. This shared responsibility security framework improves visibility, understanding, and
control across the entire supply chain, and particularly for those water utilities that are accountable for safe and continuous
operations.
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