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Abstract : Malware is malicious software that is built to cause destructive actions and damage information systems and
networks. Malware infections increase rapidly, and types of malware have become more sophisticated, which makes the
malware detection process more difficult. On the other side, the Internet of Things IoT technology is vulnerable to malware
attacks. These IoT devices are always connected to the internet and lack security. This makes them easy for hackers to access.
These malware attacks are becoming the go-to attack for hackers. Thus, in order to deal with this challenge, new malware
detection techniques are needed. Currently, building a blockchain solution that allows IoT devices to download any file from
the internet and to verify/approve whether it is malicious or not is the need of the hour. In recent years, blockchain technology
has stood as a solution to everything due to its features like decentralization, persistence, and anonymity. Moreover, using
blockchain technology overcomes some difficulties in malware detection and improves the malware detection ratio over-than
the techniques that do not utilize blockchain technology. In this paper, we study malware detection models which are based on
blockchain technology. Furthermore, we elaborate on the effect of blockchain technology in malware detection, especially in
the android environment.
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