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Abstract :  This paper designed a secure chip for IoT communication security integrated with the PUF-based firmware
protection scheme. Then, the Xilinx Kintex-7 and STM-32 were used for the prototype verification. Firmware protection worked
well on FPGA and embedded platforms. For the ASIC implementation of the PUF module, contact PUF is chosen. The post-
processing method and its improvement are analyzed with emphasis. This paper proposed a more efficient post-processing
method for contact PUF named SXOR, which has practical value for realizing lightweight security modules in IoT devices. The
analysis was carried out under the hypothesis that the contact holes are independent and combine the existing data in the open
literature. The post-processing effects of SXOR and XOR are basically the same under the condition that the proposed post-
processing circuit occupies only 50.6% of the area of XOR. The average Hamming weight of the PUF output bit sequence
obtained by the proposed post-processing method is 0.499735, and the average Hamming weight obtained by the XOR-based
post-processing method is 0.499999.
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