
The Role of Data Protection Officer in Managing Individual Data: Issues and
Challenges

Authors : Nazura Abdul Manap, Siti Nur Farah Atiqah Salleh
Abstract : For decades, the misuse of personal data has been a critical  issue. Malaysia has accepted responsibility by
implementing the Malaysian Personal Data Protection Act 2010 to secure personal data (PDPA 2010). After more than a
decade, this legislation is set to be revised by the current PDPA 2023 Amendment Bill to align with the world's key personal
data protection regulations, such as the European Union General Data Protection Regulations (GDPR). Among the other
suggested adjustments is the Data User's appointment of a Data Protection Officer (DPO) to ensure the commercial entity's
compliance with the PDPA 2010 criteria. The change is expected to be enacted in parliament fairly soon; nevertheless, based
on the experience of the Personal Data Protection Department (PDPD) in implementing the Act, it is projected that there will be
a slew of additional concerns associated with the DPO mandate. Consequently, the goal of this article is to highlight the issues
that the DPO will encounter and how the Personal Data Protection Department should respond to this subject. The study result
was produced using a qualitative technique based on an examination of the current literature. This research reveals that there
are probable obstacles experienced by the DPO, and thus, there should be a definite, clear guideline in place to aid DPO in
executing  their  tasks.  It  is  argued that  appointing  a  DPO is  a  wise  measure  in  ensuring  that  the  legal  data  security
requirements are met.
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